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BY JAKE MCDONALD AND TOM CARIGNAN

We are living in a 
time of disruptive 
innovation across 

many industries. In the 
wake of the global financial 
crisis, financial institutions 
have had to contend with a 
rapidly changing landscape 
of operational risk and 
regulatory challenges as 
well as competition from 
nontraditional market 
players. Technology is 
having a transformational 
impact on how business 
is conducted. This is 
especially true of banks 
and financial institutions. Financial technology, or fintech, is radically changing all aspects of 
the financial services sector.

  While the question of fintech regulation is not yet settled (particularly following the Equifax 
hack), clearly there is no looking back now. Banks must respond to customer demands if 
they are to remain relevant and profitable or they will risk possible disintermediation and 
replacement. 

Bank Customers Have Expectations

Rapid changes in technology also affect bank customers. “As agile tech companies raise the 
standards of customer experience, people won’t hesitate to use services better tailored to their 
needs,” says Paul Bowen, banking lead for Avanade Europe, a business technology solutions 
and managed services provider. But only 11 percent of executives who responded to the 
PwC Retail Banking 2020 Survey said they were “very prepared” to address innovation in the 
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banking industry, though 46 percent recognize it as “very 
important” for their institutions. 

Consumers may not stick around long enough to wait 
for a bank to innovate. A survey conducted by Kasasa 
Explores in 2016 found that one in three Millennials (the 
largest generation in the U.S.) would be open to switching 
banks in the next 90 days if another bank offered 
better rewards and technology. “Commercial clients are 
increasingly expecting innovative technology capabilities 
from their bank,” says Matt Miller, head of product 
innovation for Cleveland-based Key Bank’s commercial 
and enterprise payments division, in a recent article on 
American Banker. They are demanding technology that’s 
as good as what they use in their personal lives. 

From Competitor to Partner

Banks that understand their niche in the market and 
their unique value position are able to drive more value 
by seeking out partnerships versus the alternative – the 
resource-heavy process of developing new technologies 
in-house. Building on this rationale, to accommodate 
customer demand banks have begun partnering with 
fintechs, shifting the cost and burdens of innovation to 
the fintech companies from whom banks can purchase 
and private label those solutions to offer their customers. 
For many banks this is becoming a preferred method for 
providing both personal banking and business-to-business 
(B-to-B) functions their commercial customers value.  

Another way banks are tapping into the fintech market 
is through mergers and acquisitions. Key Bank has 
taken the acquisition route. It secured an equity stake 
in the fintech firm Billtrust, which provides digitized 
and automated accounts receivable capabilities for 
companies. Billtrust will power the Key Bank’s new 
KeyTotal AR service, which is designed to give corporate 
clients improved operational efficiency and cloud-based 
digital invoicing and payments capability. More banks 
may be considering fintech targets as more traditional 
targets for bank acquisitions become limited and fintechs 
look to expand their operations.

The trend is not confined to the U.S. United Kingdom 
business funding firm Ezbob aimed to disrupt lending by 
providing loans to small and medium-sized enterprises 
through its platform that greatly streamlined the lengthy 
loan approval processes of traditional institutions. Last 
year it white labeled the platform to banks. Royal Bank of 
Scotland is among its latest users.

Clearly fintechs see the advantages to this relationship. 
The bank technology provider FIS and the credit bureau 
Equifax are jointly launching an authentication platform 
called OnlyID for banks and retail. Consumers could have 
one set of credentials — a combination of biometrics, 
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behavior analytics and identity information — with which 
to identify themselves wherever they shop or bank online. 
The idea is for consumers and financial institutions to 
be able to gain greater confidence around the validity of 
the consumer’s identity, as well as help reduce fraud and 
identity theft while improving convenience. 

Authorization could present another way in which banks 
stay vital to the financial supply chain even in the face 
of the fintech explosion. Banks could become part of 
the consumer authorization process on the front end by 
letting its apps and websites integrate with the OnlyID 
authentication app. Or it could completely embed 
OnlyID in its mobile banking app, replacing its existing 
login mechanism. As the supply chain evolves it will be 
essential that banks evolve and determine how they can 
work with third parties, similar to how they evolved in the 
1970s when credit card processors became part of the 
financial transaction process.

Fintech as Bank Tech Vendors – Makes Sense  
Beyond the Dollars

There is logic and cost savings for smaller banks to 
purchase fintech capabilities rather than staff up 
and build out an entire unit to support customer tech 
demands. But there is wisdom in this approach beyond 
the dollars. The threats and risks of cybersecurity and 
data security are constantly changing. A major data 
security breach can be devastating for any bank but can 
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The Ecosystem Is Developing

Banks have found it hard to win back customer trust 
since the 2008 financial crisis. That financial meltdown 
is in part the reason for fintech’s growth and grab of 
market share. “As banks got stuck firefighting the crisis 
and dealing with regulation, tech was able to focus 
on innovation and launch products and services that 
became integral to people’s lives,” notes Nikolai 
Kuznetzov, contributor to Forbes Magazine. As the dust 
has settled banks have begun to take stock of how the 
financial sector has changed because of fintech and 
are beginning to develop new game plans for survival. 
“Rather than compete,” says Kuznetzov, “both banks 
and fintech ventures should acknowledge that finance 
is a complex ecosystem.” It seems that is exactly the 
direction being taken in the industry today. 
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easily destroy smaller banks that are also likely more 
vulnerable. Banks who understand themselves, who 
focus on their niche and marketplace while continuing 
to partner with technology can help ensure they remain 
successful even as competition among financial services 
providers increases. 

Banks face many options for partnerships within fintech, 
which is in and of itself a diverse population. Large 
fintechs can offer platforms as a service, with an entire 
suite of services for banks. Small or start-up fintechs can 
also thrive by focusing on limited or specific solutions 
that are compatible with existing platforms. Irrespective 
of their size, these tech firms have the acumen, 
experience, training and incentive to manage the coming 
industry standardization and regulatory efforts and, 
importantly, to manage data security and other cyber 
threats inherent in the financial sector. Larger banks 
with bigger budgets and larger exposures may retain 
some or more of the fintech capabilities in-house, but 
regional and community banks will want to rely on fintech 
providers more and more in the future.

New Leadership Requirements for Banks

Beyond developing a technology game plan that delivers 
value to the bottom line, banks must consider new and 
different qualities when choosing leadership – technical, 
industry and cultural awareness – to usher their 
organization into the future. 

Community bank leadership has traditionally come from a 
commercial line of business. Future leaders work their way 
up through the lending, credit and risk departments before 
taking an executive position. In this digital age banks are 
looking for leaders who are not only knowledgeable about 
the traditional lines of banking but who also understand 
and embrace banking’s future in financial technology. 

New technology no longer simply affects the processing 
of transactions; it impacts the entire enterprise – 
the bank’s products and services, risk and vendor 
management, and, increasingly, legal and compliance 
functions. Behind the scenes, big data is leveraged 
to enhance consumer experience and streamline 
operations as artificial intelligence and machine learning 
begin playing larger roles. 

That’s not to say new leadership at the banks must come 
from a technology background, but they must understand 
the fintech solutions and how they create value for the 
bank and its customers. The ideal candidate should be 
willing to work outside the bank’s four walls, if necessary, 
to partner with companies and vendors who can deliver 
new solutions. He or she must understand the need for 
and be equipped to convey the value of taking measured 
risks when considering these changes.
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For further discussion feel free to reach out to our 
authors, Jake McDonald (610.862.2202) in our 
Financial Services–Credit Risk group or Tom Carignan 
(816.945.5413) in our Executive Search group.

Tom Carignan
Kansas City, MO

Jake McDonald
Philadelphia, PA
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BY JOHN MULVANEY

 Despite recent announcements from the Trump 
administration regarding its desire to reduce 
regulation affecting financial institutions, all 

indications suggest the new administration believes 
the enforcement of the Bank Secrecy Act/Anti-Money 
Laundering (BSA/AML) should remain a top priority over 
the next several years. The pace of inquiries and the 
amount of fines levied against institutions in the past 
few years, as well as individual compliance officers 
who have been cited for personally failing to ensure 
the proper levels of AML compliance programs at their 
respective banks, make it imperative that financial 
institutions of all sizes keep their AML programs up-to-
date and effective. Any institution that fails to do so is 
likely to find itself in the crosshairs of an unwanted and 
expensive regulatory inquiry.

Recent Enforcement Decisions

Regulatory inquiries initiated in the past few years 
continue to target banks and financial institutions of all 
sizes (Western Union forfeit of $586 million; Deutsche 
Bank fine of $425 million), but perhaps the most 
alarming action taken by regulators of late involves 
individual compliance officers. Regulators have recently 
turned their attention to compliance officers charged 
with overseeing their companies compliance programs. 
Since last year, three compliance officers have been 
found to be personally liable for their failure to file timely 
Suspicious Activity Reports (SARs), failure to detect or 
investigate “red flags” indicating suspicious activity, and 
for aiding and abetting foreigner entities purchasing U.S. 
securities. These recent actions holding compliance 
officers personally responsible for shortcomings in their 
AML compliance programs have had a chilling effect on 
the ability of bank and financial institutions to recruit 
qualified professionals to take on these roles.  

Although these actions targeted compliance officers of 
large institutions, regulatory agencies are willing to target 
small businesses that are not considered your typical 
financial institutions. In two separate matters, the U.S. 
Treasury Department’s Financial Crimes Enforcement 
Network (FinCen) levied fines, ranging from $10,000 
to $60,000, against the owners of small grocery 
stores that also provided money service programs for 
their customers. Both owners served as the de facto 
compliance officer for their respective businesses and (Continued on page 5)

Keep Your Anti-Money Laundering 
Program Prepared for Scrutiny

were fined for not having any semblance of an AML 
program, thus underscoring the warning that any entity 
falling under the definition of a “financial institution” is 
exposed to possible fines, penalties and sanctions by 
regulatory and law enforcement agencies.

Not only are regulators and law enforcement initiating 
AML investigations and handing down fines and 
penalties, but plaintiff suits are now using the AML 
laws to pursue top executives, such as in the previously 
mentioned Western Union case. A shareholder 
derivative lawsuit was filed, accusing the company’s 
senior executives of failing to allow for an effective AML 
compliance program to be instituted the company.

The Five Pillars

For many years financial institutions operated under the 
theory that an effective anti-money laundering (AML) 
compliance program included what was commonly 
referred to as The Four Pillars: (1) internal controls; (2) 
independent testing; (3) a designated compliance officer; 
and (4) training for appropriate personnel. Beginning last 
year, a fifth pillar was added: introducing required risk-
based procedures for conducting customer due diligence. 

This new requirement promulgated by FinCen in May 
2016 requires banks, broker-dealers, mutual fund, and 
similar institutions to identify and verify the identity 
of the natural persons behind the legal entity, i.e., the 
beneficial owners. The new requirement comes on the 
heels of the Panama Papers controversy, which pulled 
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be sued for actions they took on behalf of the bank 
even before it was acquired.

In such suits attorneys representing shareholders or 
other stakeholders will list any number of issues or 
conflicts to support plaintiff positions. Why was only 
one valuation made when determining the share price 
of the company being acquired? Why didn’t the board 
market the bank to a wider array of potential suiters? 
Why did no one realize that a board member’s brother 
was selected to conduct the valuation? Why did the 
company being acquired choose not to disclose hidden 
liabilities on the balance sheet?

You Need a Plan and an Agreed-Upon Approach

To minimize deal-related risk and maximize deal value, 
sellers and buyers need to develop a comprehensive and 
organized plan and agreed-upon approach that includes 
aggressive due diligence around previous, current and 
potential future risks. Potential liabilities are often 
overlooked in the due diligence phase, particularly when 
speed is a factor in closing the deal. Best practices that 
ensure the process is successful include proper and 
consistent communication with board members and 
company officers and shareholders and inclusion of risk 
consultants on the advisory team managing the deal. 

Keeping everything transparent throughout the merger 
process goes a long way toward lowering the risk of 
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BY KRIS ST. MARTIN

 Regulatory burdens, customer demands and new 
technologies will continue to encourage smaller 
community and regional banks to consolidate in 

response to this shifting landscape. According to S&P 
Global Intelligence, over 90 bank deals have taken place 
through the first five months of 2017 at a total deal value 
of $40 billion.

In spite of due diligence and best intentions, merger 
and acquisition (M&A) activity invariably heightens the 
risk of liability and the threat of shareholder lawsuits 
claiming some degree of economic harm due to a 
merger. It is important to note that board members can 

For questions or comments about the 
issues addressed in the article, please 
contact John Mulvaney, director and 
leader of our New England Forensic, 
Litigation and Valuation Services 
Group, at jmulvaney@cbiz.com or 
617.761.0569. 

JOHN MULVANEY
Boston, MA

back the curtain on the extraordinary efforts entities took 
to obscure the identities of beneficial owners of large 
offshore investment accounts. All institutions will have to 
comply with this new rule beginning on May 11, 2018.

Under this new directive institutions will be required to 
identify the beneficial owner of an entity if that owner 
owns 25 percent or more of the legal entity of is a single 
individual who has a significant responsibility to control, 
manage or direct a customer of that legal entity, or any 
other individual who regularly performs similar functions. 

Avoiding Regulatory Inquiries

Senior officials from any financial institution who 
have experienced a regulatory or law enforcement 
inquiry will openly admit that the only way to avoid a 
costly and protracted investigation is to ensure an 
effective compliance program is sufficiently designed, 
implemented and regularly reviewed by independent 
professionals (internally or third party). Additionally, 

senior management must demonstrate the willingness 
to empower their AML officials by allowing them to 
take the necessary steps in assessing the framework 
of their programs and ensuring proper oversight with 
regular monitoring and testing, training for all necessary 
personnel and accurate reporting mechanisms are 
operational at all times. These fundament elements 
will allow all institutions, regardless of size, to not only 
improve and strengthen their compliance programs 
but also to adequately defend inquiries brought by a 
regulator or law enforcement agency and avoid costly 
fines and penalties. 

Risk  
Management 
Pitfalls in 
Bank M&A 
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incurring post-deal liability. No one wants to be accused 
of being sold a bill of goods. It is critically important 
for each member of the due diligence team to share 
findings with the full group, and all decision-makers in the 
acquiring company need to be fully aware of the liabilities 
that might exist. In most cases where misrepresentation 
is alleged, sellers have not placed themselves in that 
position intentionally. 

Often transmission of inaccurate information through 
poor communication channels is the culprit. Acquirers 
will want to determine what legal and financial exposures 
will accompany the acquisition and which exposures 
are covered by the acquirers insurance. Director and 
Officer (D&O) Liability generally has a six-year statute 
of limitation. The acquiring bank typically takes 
responsibility for actions from the closing date going 
forward. Therefore, the acquired bank will often purchase 
a “tail” or “run-off” policy to protect their directors and 
officers for their actions occurring prior to the closing 
date. These tail policies will allow the sellers to have 
protection for up to six years after the sale. 

A Risk Advisor Lends Subject-Matter Expertise  
to the Process

Enlisting the assistance of experienced risk advisors 
during a merger or acquisition seems an obvious best 
practice, but for many smaller banks, especially those 
outside of major metropolitan areas, the temptation 
is to rely on longstanding legal, accounting and risk 
consulting relationships. Mergers are complicated affairs. 
Compared with a decade ago there is greater potential 
today for unseen risks that could hinder an otherwise 
sound merger or acquisition.

Having the right insurance policies in place to mitigate risk 
is an important complement to aggressive due diligence. 

D&O liability insurance has proven its handiness for bank 
mergers. It provides coverage for officers and board 
members for damages arising from settlements and 
defense costs in lawsuits alleging various wrongful acts 
frequently charged in shareholders’ suits.

A key to addressing D&O liabilities in an M&A context 
is to leave no ambiguities on the table. Bank officials 
should review their existing insurance coverages prior 
to the start of any serious M&A discussions held at 
the board level. If a merger ends up in litigation, board 
decisions that were made early on in the process may 
be cited in a law suit. It isn’t just a matter of obtaining 
coverage that will start when a merger is finalized. It 
is also important to understand existing policies for 
both the buyer and seller in case any issues from a 
company’s past are unearthed during or after the 
merger process. Also, the post-transaction risk profile 
of the combined entity may be different from that of the 
separate organizations pre-transaction.

Bottom Line

Getting the right types of insurance in place is a critical 
step a company can take to limit exposure during 
the merger process. Partnering with an experienced 
insurance provider minimizes the possibility that 
unexpected and uninsured post-transaction liabilities 
will emerge. 

(Continued from page 5)

If you have questions or comments 
about the issues addressed in  
this article, please contact Kris 
St. Martin, Vice President, CBIZ 
Insurance and Bank Program 
Director (763.549.2267) or your 
local CBIZ advisor.

KRIS ST. MARTIN
Minneapolis, MN
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BY MICHAEL LOGIUDICE

 If you have been affected by this very active and 
destructive hurricane season, it will be important to 
understand and manage a complex insurance claim. 

When you and your insurance company are on the 
same page and know what to expect from one another, 
missteps are avoided and payments can be made more 
quickly. 
There are four phases to a complex insurance claim:

1.  Immediate Need (Critical)
2.   Information Gathering – Measuring Loss 

(Honeymoon)
3.  Analysis of Loss – Insurance Company’s Position 

(Hardening)
4.  Settlement

Knowing what happens during each phase will make it 
easier for you to obtain a fair and accurate settlement. 
Even with this understanding, it is still wise to obtain 

professional help and guidance to keep from making 
mistakes during the process.

Immediate Need (Critical)

In the critical phase an infusion of cash is essential 
to keep your business running. Your main priorities 
are usually cleaning up, shoring up and assessing 
the damage. The insurance company will dispatch 
an adjuster to your loss site and use the adjuster to 
communicate to you any potential aspects of the loss it 
feels are not covered by your insurance policy. If there 
are no coverage issues, the adjuster will be empowered 
to make an immediate initial partial payment of the loss 
incurred to date. The adjuster will also be charged with 
reporting to the insurance company an estimate of the 
total loss. It is important to provide the adjuster with 
accurate factual information during this phase. Knowing 
when you will be back in business is usually a guess 
during this phase; it’s best to stick to the facts at this 
point.  Don’t guess and don’t provide estimates unless 
you are certain you can meet them.
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Information Gathering – Explaining Your Business 
(Honeymoon)

If the infusion of money from your insurance company is 
successful in keeping your business alive, you can enter 
an era of good feelings toward the insurer. I often refer 
to this as the honeymoon phase. During this time you 
may believe that there will be no serious issues and the 
claim will be settled easily, and this might be true. The 
insurance company will ask for information about your 
business and begin a detailed examination of your loss. 
You will be providing significant amounts of data to the 
insurance company. You will be explaining your business 
and your assessment of your loss, and the insurance 
company may be making additional partial payments to 
you. The insurance company is using the information and 
time to analyze and measure your loss from its viewpoint. 
You may not get any feedback from the insurance 
company during this phase. Their silence is not the same 
as agreeing with all the information you provided.

Analysis of Loss – Insurance Company’s Position 
(Hardening)

A hardening phase begins once the insurance company first 
shares with you its measurement of your loss. At this point 
the honeymoon is over. Now you know how much or how 
little the insurance company is willing to pay you for your 
loss. If the insurance company’s measurement of the value 
of your loss meets your expectations, the claim will proceed 
smoothly to the settlement phase. Sometimes the opposite 
is true. The insurance company’s measurement may be 
so low that you feel it did not understand your business or 
does not believe your explanation of your loss. At this stage, 
getting the insurance company to increase its measurement 
of the value of your loss is difficult. The experts hired by 
the insurance company have already provided estimates of 
your loss and are invested in proving the accuracy of their 
opinions. The insurance company’s position has hardened. 
It takes facts, a skilled negotiator and very hard work to 
get the insurance company to increase the value of its 
measurement during this phase. 

The hardening phase ends when there is no further 
movement on either party’s part. The insurance 
company stands pat with its number, and you stand pat 
at your number.

Settlement Phase

If your number and the insurance company’s number 
are within striking distance of one another, settlement 
discussions mark the beginning of the settlement phase. 
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If there is a wide difference between the two numbers, 
there are several courses of action possible. Additional 
experts may be hired to revalue the loss or uncover new 
facts, which may lead to additional settlement talks. If 
settlement talks are not possible, attorneys can be 
hired to litigate. During the course of litigation various 
settlement talks can continue. If alternate dispute 
resolution procedures are proposed, it is important to 
keep in mind that insurance companies hire arbitrators 
many times throughout the year to settle insurance 
claims, and you may hire an arbitrator once or twice in a 
career to settle an insurance claim.

Final Thoughts

It is not uncommon for a complex insurance claim to take 
nine to 12 months to work its way from the date of loss to 
the date of final settlement. It is important to keep three 
things in mind. First, spend money for expenditures you 
believe to be covered by your insurance policy as if you are 
spending your own out-of-pocket money. The insurance 
company can ask for justification for everything you spend 
if it is not clear how it is related to your loss. Second, have 
and keep realistic expectations as to what the insurance 
company can do and provide. Finally, although your 
livelihood is on the line, find a strategy that lets you take a 
rational, objective view of what is happening between you 
and your insurance company. Try as much as possible to 
keep emotions out of the relationship.

Partnering with your insurance company is the best way 
to achieve a successful outcome to a complex claim. 
Although an insurance company makes more money 
when it settles a claim for less money, it still has an 
interest in providing good service and having happy 
customers. If you emphasize those things that unite 
you as opposed to those that divide you, finding ways to 
settle the differences becomes easier. 

Additional resources

■ Top Ten Insurance Claim Tips
■ Plan for Incident Response and Rapid Recovery

(Continued from page 7)

DISCLAIMER: This publication is distributed with the understanding that CBIZ is not rendering legal, accounting or other professional 
advice. This information is general in nature and may be affected by changes in law or in the interpretation of such laws. The reader 
is advised to contact a professional prior to taking any action based upon this information. CBIZ assumes no liability whatsoever in 
connection with the use of this information and assumes no obligation to inform the reader of any changes in laws or other factors that 
could affect the information contained herein. 

Mr. LoGiudice is the managing director 
of Insurance and Litigation Support 
for CBIZ Valuation Group located 
in our Chicago Office. Should you 
have questions or require additional 
information, feel free to contact him 
directly at mlogiudice@cbiz.com 
(312.602.6682) or Bank Program 
Director, Kris St. Martin at  
ksmartin@cbiz.com 763.549.2267.
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